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1
Decision/action requested

It is requested to approve the updates to Solution #19.
2
References

[1]
3GPP TR 33.893, Study on Security Aspects of Ranging Based Services and Sidelink Positioning

3
Rationale

This pCR resolves ENs and provides evaluation to Solution #19 in TR 33.893[1].

The first EN is “Editor’s Note:  Whether the network only pre-provisions the root key materials and the Ranging/SL Positioning service code or all of the discovery security materials (code, confidentiality & integrity key materials, etc.) are pre-provisioned from the network is FFS”. We recognize that making discovery confidentiality & integrity key materials pre-provisioned from the network will simplify the UE’s process during discovery. However, as we already stated in 6.19.1 “Introduction”: “the root key can also be used for other purposes, such as Ranging/SL Positioning direct unicast communications”, root key has potentials to derive keys used for other purposes not just for secure discovery. Restricting the pre-provisioned keys are discovery confidentiality & integrity key materials makes these keys dedicated, obstructing the above possibilities. Therefore, we remain the original design that the network only pre-provisions the root key materials rather than discovery confidentiality & integrity key materials. To make the solution description clearer, we propose to replace the EN with a Note: “NOTE 1: Pre-provisioning UEs with the root key materials rather than discovery confidentiality & integrity key materials is a design choice, which makes the root key have the potential to derive keys used for other purposes not just for secure discovery (e.g., for Ranging/SL Positioning direct unicast communications).” 
The second EN is “Editor’s Note: How could UE B know what service UE A is discovering for is FFS if the Ranging/SL Positioning service code was encrypted”. To resolve this EN, we revised the description of step 3: “UE B needs to identify the root key KRSLP corresponding to the service UE A is discovering for, if UE B was pre-provisioned the root key KRSLP for only one specific Ranging/SL Positioning service or there is only one Ranging/SL Positioning service of UE B’s interest, UE B can exactly identify the root key KRSLP, otherwise if UE B was pre-provisioned root keys for more than one specific Ranging/SL Positioning service, UE B should try each root key it possesses for the operations below in this step until it matches the received DREQ MIC code. UE B checks the valid number of the root key usage times associated with the identified root key KRSLP is not exhausted…”.
This pCR also provides an evaluation for Solution #19 in Clause 6.19.3.

Further, this pCR revised some descriptions which may be misleading in step 0 and NOTE 4. 
4
Detailed proposal

SA3 is kindly requested to approve the below pCR to TR 33.893[1].
**** START OF CHANGE ****

6.19
Solution #19: Protecting Ranging/SL Positioning discovery out of network coverage

6.19.1
Introduction

The solution addresses Key Issue #3: Protection of discovery procedure, in particular, protects Ranging/SL Positioning discovery when UEs are out of network coverage.
In Ranging/SL Positioning services, there are use cases in which the UEs can be determined before using the Ranging/SL Positioning services, e.g., public safety, etc. By pre-provisioning shared root key materials for UEs that are to use Ranging/SL Positioning discovery services, UEs are able to discover each other when there is no network coverage. The shared root key materials may be pre-provisioned to the UEs via user settings at the application layer or pre-configured by the 3GPP network or Ranging/SL Positioning application server before the discovery procedure. Discovery request authorization is implicit, i.e., the UEs which are provided the shared root key materials are considered authorized UEs and can initiate discovery requests.

The UEs which want to discover others and also want to be discovered use the root key KRSLP to derive the discovery request MIC code, and this code is used to determine whether the discovery is matched or not as well as for integrity protection.  In TS 33.503 Prose discovery security [6], the 5G network provides CURRENT_TIME to ensure the UE’s local UTC time counter is close to true time to anti-replay attacks. The proposed solution uses a random-nonce-based challenge-response mechanism to anti-replay attacks, since it may be difficult to ensure the UE’s local time is not fooled when there is no 5G coverage. Furthermore, the root key can also be used for other purposes, such as Ranging/SL Positioning direct unicast communications.

The solution only works for ProSe-capable UEs.

6.19.2
Solution details
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Figure 6.19.2-1: Ranging/SL Positioning discovery protection procedure when UEs are out of coverage

0. The UEs are pre-provisioned with a shared root key KRSLP and associated valid number of the root key usage times for the specific Ranging/SL Positioning service. The shared root key materials can be pre-provisioned to the UEs via user settings at the application layer or pre-configured by the 3GPP network or Ranging/SL Positioning application server before the discovery procedure. The Ranging/SL Positioning service is identified by Ranging/SL Positioning service code. The Ranging/SL Positioning service code is also pre-provisioned to UEs prior to the discovery procedure. It can be understood as the real-time Restricted Code and Security Parameters generation process by 5G DDNMF/PKMF in TS 33.503 Security for 5G ProSe Discovery [6] are made as pre-provisioning in this solution.


NOTE 1: 
Pre-provisioning UEs with the root key materials rather than discovery confidentiality & integrity key materials is a design choice, which makes the root key have the potential to derive keys used for other purposes not just for secure discovery (e.g., for Ranging/SL Positioning direct unicast communications).
NOTE 2: 
If UEs will use more than Ranging/SL Positioning services when they are out of coverage, UEs are pre-provisioned with independent root keys for each Ranging/SL Positioning service. The root key associated with a specific Ranging/SL Positioning service can be identified by Ranging/SL Positioning service code.

NOTE 3: 
The root key KRSLP lifetime is implemented by the valid number of the root key usage times since trusted synchronous time may be not available. When the root key expires (i.e., the valid number of the root key usage times is exhausted), the root key shall be re-provisioned via certain methods which can be the same as the above-mentioned root key pre-provisioning methods.
1. UE A is a UE which wants to discover other UEs nearby and also wants to be discovered by other UEs. UE A first checks the valid number of the root key usage times is not exhausted. Then UE A chooses a random number nonce 1, and a specific ciphering algorithm. UE A derives Ranging/SL Positioning Discovery Confidentiality Key (RSLPDCK), Ranging/SL Positioning Discovery Integrity Key (RSLPDIK) using the shared root key KRSLP, Ranging/SL Positioning service code, and nonce 1, updates the valid number of the root key usage times as the current valid number of the root key usage times minus 1. UE A encrypts the Ranging/SL Positioning service code using the chosen ciphering algorithm and the RSLPDCK to avoid being tracked by unauthorized parties if UE A constantly sends the same cleartext Ranging/SL Positioning service code. UE A may optionally encrypt its role since the cleartext UE A role may also be considered as privacy. Then UE A generates discovery request message integrity check (DREQ MIC) code using RSLDIK, Ranging/SL Positioning service code, chosen ciphering algorithm identifier, UE A role, and nonce 1. 
NOTE 4: 
How the RSLPDCK, RSLPDIK, and DREQ MIC code is calculated (e.g., using what algorithm) is left for normative work. 

NOTE 5: 
UE A and UE B can be Reference UE, Target UE, and/or Located UE in the Ranging/SL Positioning service. The UE’s role may be determined by the application layer before the discovery procedures.

2. UE A broadcasts Discovery Request message, including Encrypted Ranging/SL Positioning service code, chosen ciphering algorithm, [Encrypted] UE A role, nonce 1, DREQ MIC code.
3. UE B is a UE in the proximity of UE A. UE B listens for the Discovery Request message, UE B needs to identify the root key KRSLP corresponding to the service UE A is discovering for, if UE B was provisioned the root key KRSLP for only one specific Ranging/SL Positioning service or there is only one Ranging/SL Positioning service of UE B’s interest, UE B can exactly identify the root key KRSLP, otherwise if UE B was pre-provisioned root keys for more than one specific Ranging/SL Positioning service, UE B should try each root key it possesses for the operations below in this step until it matches the received DREQ MIC code. UE B checks the valid number of the root key usage times associated with the identified root key KRSLP is not exhausted, derives RSLDCK’and RSLDIK’ the same as which in step 1, and updates the valid number of the root key usage times as the valid number of the root key usage times minus 1. UE B decrypts the Ranging/SL Positioning service code and UE A role (if encrypted) using RSLDCK’. UE B checks the received DREQ MIC code according to RSLDIK’, the decrypted Ranging/SL Positioning service code, the received ciphering algorithm identifier, UE A role, and the received nonce 1. If checked, the Discovery Request message is pre-considered matched and goes to step 4, otherwise, disregards this Discovery Request and keeps listening to other Discovery Request messages.

4. UE B chooses a random number nonce 2, and sends Discovery Response message, including UE B role (encrypted using RSLDCK’ if needed), nonce 2, and Discovery Resp Message Integrity Check (DRESP MIC) code. The DRESP MIC is generated by RSLDIK’, the Ranging/SL Positioning service code, UE B role, nonce1, nonce2.

NOTE 6: 
How the DRESP MIC code is calculated is left for normative work. 

5. UE A listens for the Discovery Response message. It checks the received DRESP MIC code according to RSLDIK’, the Ranging/SL Positioning service code, the decrypted (if it was encrypted) UE B role, nonce1, and the received nonce2. If checked, the Discovery Response message is considered fresh and integral, and goes to step 6, otherwise, disregards this Discovery Response and keeps listening to other Discovery Response.

6. UE A sends Discovery Freshness Proof message, including Discovery Freshness Proof Message Integrity Check (DFP MIC) Code. The DFP MIC code is generated by RSLDIK, the Ranging/SL Positioning service code, and the received nonce2.

NOTE 7: 
How the DFP MIC code is calculated is left for normative work. The DREQ MIC code, DRESP MIC code, and DFP MIC code shall be calculated with different input arguments to avoid replay attacks, e.g., replay DRESP MIC code as DFP MIC code in step 6.

7. UE B listens for Discovery Freshness Proof Message, and checks the received DFP MIC code according to RSLDIK’, the Ranging/SL Positioning service code, and the nonce2, if checked, the Discovery Request is considered fresh and matched, otherwise, disregards the Discovery Request and keeps listening to other Discovery Request.

6.19.3
Evaluation

This solution addresses Key Issue #3: Protection of discovery procedure, protects Ranging/SL Positioning discovery when UEs are out of network coverage. The solution fulfills the requirements of KI#3: “The 5G Ranging/SL Positioning system shall be able to support integrity protection and anti-replay protection of discovery messages”, “The 5G Ranging/SL Positioning system shall be able to support confidentiality protection of discovery messages”.
The solution requires a prerequisite that the UEs are pre-provisioned with the shared root key KRSLP, the associated valid number of the root key usage times, and the Ranging/SL Positioning service code. The pre-provisioning mechanism is out-of-scope of this solution.
The solution only works for ProSe-capable UEs.
The solution has impacts on UEs.
**** END OF CHANGE ****
